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Centre de Communications du
Gouvernement (CCG)

e Missions (excerpt):
e Operate Classified networks

e Security Authority for classified and critical
computer and communication networks

(proposed)
eNational Crisis Center

e Governmental PABX and mobile clients




CONATEL

e Missions (excerpt):
e Routine:

e [nventory of requirements and capacities
e Utilization and recovery plans

e Exercises
® Crisis
e Coordinates and supervises the implementation of
plans

e Defines priorities




Study of 2003/2004

e Scope: National

e Inventory of requirements
e Inventory of capacities
e Concept
e Proposition

e Methodology




Scenario
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Requirements (example)
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Capacities (example)
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Requirements
vVersus
capacities




Study 2003/2004

L essons learned:

e Crises management is
dependant on commercial
capacities, even In presence
of robust government owned
networks!




The vision of U2010

e Provide the most capable
communication tools and the most
effective access to information to all
required to swiftly act in case of
accident, incident, catastrophe or
crisis, while using existing and/or
future (tele)communication
infrastructures




U2010 and the missions of
CONATEL and CCG

e Inventory of users
e Inventory of capacities
e Real time reporting and management

e Simulations and corrective action
e Legal framework
e Forensics and planning process




Inventory of users

e All PSC communication end users in national
iInventory

e Inventory structured accordingly to governmental
organization (update responsibilities)

e Personnel; headquarters; sensors; activators

e [ime dependant (duty plans)

e Scenario dependant (preplanned incidents)

e Real-time updated (control loop) and managed




Inventory of capacities

e All relevant networks considered
e Government owned and commercial

e All relevant technologies considered

oPOTS; GSM/UMTS; TETRA;
WIFI; WIMAX and Satcom

e Real time monitoring
e Real time management (Priorities)




Real time reporting and management

e Users:

e Personnel: Availability; localization; group and
taskforce management; access to information

e Sensors: Status; information distribution;
e Activators: Status; access control
e Capacities
e Priority activation
e Use of Satcom capacities
e Actual network capacity and load




Simulations and corrective action

e Database to be reused for:
e Simulations in training activities

e Simulations in crises to generate data for
decisions to be implemented




Legal framework

e Important component of general crises
management

e Regulatory elements of electronic
communication to be backed up by general
framework

e [0 be considered:
e Liberalized market
e International issues (Satcom)
e Privacy issues




Forensics and planning process

e Database to be reused for:
® Forensics

e L essons learned
e Electronic communications specific
e General crisis management

e Simulations in planning scenarios

e Definition of scenarios
e Preplanned elements (ex: taskforces)




Additional characteristics of expected
solution

eScalability
e Flexibility
e Continuity

e Redundancy

eFuture proof
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Thank you for the attention

Questions?

AnsSwer:

IPv6




