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DATA PROTECTION – CLOUD MOBILE DEVICES 

THE RIGHT TO BE FORGOTTEN  ? 
DATA PROTECTION BY DESIGN  ? 
 
WHAT DOES THIS MEAN IN REALITY?? 



DATA PROTECTION – CLOUD MOBILE DEVICES 

The	
   biggest	
   concern,	
   NSA	
   officials	
   say,	
   is	
  
that	
   foreign	
   individuals	
   or	
   groups	
   targeted	
  
for	
   surveillance	
   may	
   now	
   switch	
   to	
   more	
  
secure	
  communica=on	
  methods.	
  	
  

THERE	
  IS	
  MEED	
  FOR	
  NEW	
  APPROACHES	
  
o 	
  ENABLING	
  TRUST	
  
o 	
  SUPPORTING	
  MOBILITY	
  
o 	
  SUSTAINING	
  USABILITY	
  



SKYTRUST 
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CLOUD	
  =	
  NEED	
  TO	
  SEPARATE	
  	
  
o  SECURITY	
  
o  PROCESSING	
  IN	
  THE	
  CLOUD	
  



Document	
  collabora=on	
  –	
  the	
  challenge	
  to	
  come	
  

STANDARDS? 

IMPACT ON OTHER SYSTEMS? 

THERE HAS BEEN A SUBSTANTIAL  
CHANGE OVER THE LAST YEARS 





Jurisdiction awareness 

A 

B 

C 

SCENARIO A!
!

e.g. sensitive !
Government Data!

SCENARIO B!
!

e.g. general !
Government Data!

E-Health!

SCENARIO C!
!

e.g. E-Commerce!

PROVIDERS LIABLE TO DELIVER CORRECT INFORMATION 
AS WHERE COMMUNICATION LEFT TRACES 



ECP und C4E 
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A European CLOUD FIRST strategy could ensure that 
government requirements are agreed met and that 
procurement criteria are defined!

!

!

Such strategy only can be fully effective, if European instruments 
follow „CLOUD FIRST“: ESF, ERF, CEF, .. and others should bind 
funding to Cloud First in a way that procurement will happen with all 
criteria and parameters or even better.!

To ensure sustainability, clear criteria and policy also needs to be 
referenced in Council and the tasks of the maintenance of Cloud 
First Criteria needs to get institutionalized.!



EUROPEAN	
  CLOUD	
  PARTNERSHIP	
  
CLOUD PUSH FOR PUBLIC AND PRIVATE 
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CLOUD COMPUTING THE SUPERMARKET OF IT 

USER 
SKILLS 

DEPEN- 
DENCY  
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CLOUD 

USER	
  

PROVISIONING	
  
ATTACK  POTENTIAL 	
  

ATTACK	
  POTENTIAL	
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CLOUD AND RISK 
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1 ⃣  Data location 
2 ⃣  Cloud and eID 
3 ⃣  Cloud and encryption 
4 ⃣  Formal correctness 

CLOUD PUSH FOR PUBLIC AND PRIVATE 
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CLOUD : COMMUNICATION AND TRUST 
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ADMINISTRATION  
 
SMEs 
 
EDUCATION 

BYOD = existing devices, 
PCs, laptops, tablets...  HTML5 

AVOID LOCAL 
PROCESSING AND 

STORAGE 
MINIMUM FOCUS 

ON DEVICE 
PROPERTIES 

e.g: SAP 
DOCS 
MAIL/CAL 
... 
Specific APPS 

SECURITY 
SERVICES 

... 

(GOV) 
CLOUD 

SSO 

WEBSERVICES 
Open DATA 

WEBAPPS 

STORAGE 

COMMUNICATION AND 
PRIVACY  A CONDITIO 
SINE QUA NON FOR 
THE PUBLIC SECTOR 



CLOUD : DATA PROTECTION – SPLIT STORE 
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USER 

SECURITY 
SERVICE 

CRYPT 
USER IN CONTROL 

USER IN CONTROL 

OPEN DATA 

ENCRYPTED 
DATA USING 
OPEN DATA 

TECHNOLOGY 

A POSSIBLE WAY TO  
HARVEST THE 90+% 



CRYPTO and the CLOUD 
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CRYPTO FOR CLOUD 

MANAGING 
THE 

COMPLEXITY 

KEEPING 
USABILITY AND 
CONVENIENCE 

OBSERVING 
NATIONAL 
INTERSTS 

RESEARCH TO 
CLOSE THE 

OPEN ISSUES 

KEEPING 
CONTROL 

OF COST AND 
EFFICIENCY 

DATA PROTECTION AND SECURITY 
MIGHT ALLOW EUROPE TO 
APPROACH COMPETITIVENESS IN 
CLOUD COMPUTING. 

CRYPTO 
UNDER 

NATIONAL 
CONTROL 

 



Will Snowden help to sustain awareness 
 
 
 

???	
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eIDaS 
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•  REGULATION	
  replacing	
  the	
  Signature	
  DIRECTIVE	
  
•  including	
  but	
  going	
  beyond	
  signature	
  
o  eID	
  
o  Server	
  Authen=ca=on	
  
o  Delivery	
  
o  ..	
  

•  Recogni=on	
  but	
  no	
  single	
  technology	
  
o  s=ll	
  to	
  prove	
  efficient	
  in	
  day	
  to	
  day	
  communica=on	
  

•  High	
  need	
  to	
  bring	
  in	
  private	
  sector	
  	
  



> 70 % of technical internet devices are not secured (DE) 

SMART METERING 

GOOGLE CAR 
HOME AUTOMATION 

...... 

AMBIENT ASSISSTED LIVING 
SMART MEDICATION 

CRITIS à A JOINT EFFORT IS URGENTLY NEEDED 
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Total percentage  
of small businesses  

that use Skype as primary  
communication  

service  35% 

ICT GROWS 
TWICE AS  
FAST  AS  
THE REST 

PUBLIC CLOUD 
EXIBITS PRICE 
DECREASE TO 

1/10th 

WELCOME	
  IN	
  THE	
  CHANGING	
  ICT	
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http://www.statisticbrain.com/skype-statistics/ 
 

REINHARD.POSCH@A-SIT.AT 

THANK	
  YOU	
  FOR	
  LISTENING	
  


